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Quantum Computing Puts Cryptography

Under Pressure

Why Boards Must Re-Examine Long Term Data Protection
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uantum computing has moved steadily from

scientific  discussion into regulatory and
While still an

emerging technology, it is increasingly referenced

governance conversations.
in the context of cybersecurity, data protection, and long term
institutional resilience. This matters. When regulators begin
to acknowledge a risk, directors are expected to take
notice—not because immediate action is required, but

because the issue has crossed the threshold of foreseeability.

For Hong Kong boards, quantum computing is not a
technology to be deployed, nor a capability most organisations
are expected to build. Its relevance lies in what it challenges:
long standing assumptions about cryptography, which
underpins digital trust, data security, and the integrity of
modern business operations. As with artificial intelligence,
the governance challenge is not technical mastery, but

judgment.
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QUANTUM COMPUTING
(Emerging capability)

Edwin Bernard

This article considers quantum computing from a boardroom
perspective. It does not predict technological timelines or
advocate early adoption. Instead, it focuses on why boards
should re examine how long term data protection is governed
as cryptographic assumptions come under increasing

pressure.

What Quantum Computing Is—and What It Is Not

Quantum computing is often misunderstood as simply a
faster version of today’s computers. This is not the case. It
does not represent general speed improvements or
incremental efficiency gains. Instead, it is a different approach
to computation that, for certain categories of problems, may
eventually enable outcomes that classical computing cannot

achieve at all.

Regulatory &
supervisory
expectations

Trust in digital
transactions
and records



For directors, this distinction is important. The governance
relevance of quantum computing does not lie in performance
or productivity, but in its potential to challenge foundational
assumptions—particularly those relating to cryptography.
Much of today’s digital security relies on encryption methods
that are considered robust against existing computing
techniques. Over time, advances in computational capability

could place pressure on those assurances.

It is this pressure on foundational controls, rather than “faster
computing,” that brings quantum computing into the

governance conversation.

Why Cryptography Has Become a Board Level Concern
Cybersecurity has evolved from an operational matter into a
core enterprise risk issue. Data breaches, fraud, and system
failures now carry financial, and

legal, reputational

consequences. Regulators increasingly expect boards to
exercise meaningful oversight, not merely to receive assurance

after incidents occur.

Quantum computing enters this discussion because it affects
cryptography—the mechanism that protects data, transactions,
and trust. While existing encryption remains effective today, its
potential need to evolve over time changes how boards should

think about long term data protection.

This is particularly relevant for organisations that hold
sensitive data over extended periods, including customer
information, financial records, and intellectual property. A
widely discussed concern is that encrypted data collected today
could be retained and decrypted in the future once
computational techniques mature. This “harvest now, decrypt
later” dynamic does not imply imminent exposure, but it does
challenge boards to consider whether present day controls

remain appropriate for long lived risk.

While some historically harvested data may already be exposed
to future decryption, the board’s present responsibility lies in
preventing the continued expansion of that exposure by
strengthening protections for data whose value and sensitivity

extend well into the future.

Regulatory Signals and the Expectation of Foresight

In Hong Kong, quantum-related risk is emerging through
regulatory signalling rather than prescriptive requirements. A
notable recent development is the Hong Kong Monetary
Authority's  (HKMA)
Preparedness Index to assess the banking sector's readiness for

announcement of a Quantum

Post-Quantum Cryptography (PQC). The initiative reflects

growing supervisory recognition that cryptographic resilience

is becoming a long-horizon governance issue.

For organisations outside financial services, this does not
create a present-day legal obligation; rather, it functions as a
regulatory barometer, signalling how supervisors are beginning
to frame expectations around long-term cryptographic
resilience. It does, however, serve as an indicator of regulatory
When

preparedness—rather than

awareness. supervisors begin assessing
responding only to
incidents—directors elsewhere should consider whether their

own oversight remains sufficiently forward-looking.

In a principles based regulatory environment, such signals are

often more instructive than formal rules.

A Practical Governance Lens for Quantum Risk
For boards seeking to translate quantum related uncertainty
into practical three lenses are

oversight, governance

particularly useful.

Data longevity

The governance challenge is not how data is encrypted today,
but how long sensitive data retains value and exposure. Boards
should satisfy themselves that management understands which
datasets must remain secure for many years—or decades—and
how data retention practices interact with evolving security
assumptions. This is a question of asset stewardship and risk

horizon, rather than encryption design.

Dependency mapping

Few organisations control their cryptographic environment
end-to-end. Critical dependencies often sit with cloud
providers, software vendors, and outsourced infrastructure. In
practice, achieving such adaptability is often constrained less
by cryptographic choice than by architectural complexity,
including deep dependencies on cloud platforms, software
vendors, and long-lived legacy systems. Boards should
therefore consider where these dependencies lie and how
easily they could adapt if cryptographic standards evolve. This
mirrors familiar governance concerns around supplier
concentration and operational resilience, applied to digital

trust.

Regulatory alignment

In Hong Kong's principles based system, boards are not
evaluated solely on technical compliance, but on the
reasonableness of their judgment. Initiatives such as the
HKMA's Quantum Preparedness Index, alongside broader

digital policy coordination through the Digital Policy Office,
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signal growing regulatory awareness of long-term
cryptographic resilience. Boards should ensure their oversight
reflects this context and can be explained coherently if

questioned in the future.

Taken together, these lenses do not require boards to forecast
technological timelines. They simply help directors govern

what is already foreseeable.

Crypto Agility as a Board Level Objective

From a governance perspective, the constructive response to
quantum-related uncertainty is not premature technological
change, but crypto-agility. Crypto-agility refers to the
organisation’s ability to evolve its cryptographic controls over
time without undermining operations,
stakeholder trust.

compliance, or

This is a governance capability rather than a technical project.
From a board perspective, crypto-agility is not about an
immediate or wholesale replacement of systems. It is a phased,
risk-based investment approach that recognises both the cost
of change and the cost of inflexibility, and seeks to preserve

operational and strategic options over time.

Boards already think in similar terms when overseeing
supply-chain resilience, capital flexibility, or succession
planning. Crypto-agility extends this mindset to digital
security. The relevant board-level question is not whether
today’s encryption is adequate, but whether the organisation is

positioned to adapt smoothly when assumptions change.

Governance Context and Common Pitfalls

Hong Kong’s governance framework places emphasis on
discretion and accountability. There is no quantum specific
regulation. Instead, expectations are developing through
guidance, supervisory practice, and policy alignment. In such
an environment, the absence of explicit rules does not imply the

absence of responsibility.

Boards should also avoid two common pitfalls. The first is
complacency—assuming that because quantum disruption is
not imminent, it can be ignored. The second is
overreaction—responding to early signals with premature or
symbolic technical commitments. Sound governance lies
between these extremes, focusing on preparedness rather than

speculation.
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Conclusion

Quantum computing does not eliminate encryption, nor does it
render existing cryptography obsolete. It does, however, place
increasing pressure on long standing security assumptions that

underpin long term data protection.

For boards, the challenge is not technological, but governance
related. As regulatory awareness grows, directors will be
assessed not on technical expertise, but on whether they
exercised informed oversight when the implications became

foreseeable.

In Hong Kong’s principles based framework, this calls for
judgment rather than prediction. Quantum computing
therefore serves as a test of governance maturity—how boards
respond when certainty has yet to arrive, but responsibility

already has. 8

Edwin Bernard, MSc, CEFA, CAITL (Certified Artificial

Intelligence Transformation Leader, USAII)
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