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D Corporate Governance

Agentic Al:

A New Frontier for Corporate Governance

REXNATERE

rtificial intelligence has evolved through three
major stages. 'Traditional rule-based systems
executed deterministic tasks within narrow

parameters. Generative Al then enabled machines
to create text, images, code, and other content in response to
human prompts. Today, a third frontier has emerged: Agentic
Al—systems capable not only of generating information but
also planning, reasoning, and taking autonomous action

across workflows.

A helpful way to understand Agentic Al is to think of it as a
digital employee. Unlike traditional software, it does not
simply respond to commands; it works towards outcomes. It
identifies missing information, makes decisions, resolves
problems, and adapts as circumstances change. It learns from
feedback, operates continuously, and scales effortlessly across
tasks such as research, analysis, communications, and

operational coordination.

Industry analysts observe that Al agents are rapidly maturing
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and are increasingly capable of executing complex, multistep,
and nondeterministic processes that once required human
judgment. Gartner forecasts that this trajectory will continue,
with approximately 40% of enterprise applications expected to
incorporate task-specific Al agents in 2026, reflecting a
significant acceleration in enterprise-wide agentic integration
driven by workflow automation demands. For companies, this
shift promises substantial productivity gains and introduces
new modes of collaboration between human teams and

autonomous digital workers.

In this context, directors must treat Agentic Al not as ordinary
software but as a new class of operational actor. When digital
systems begin making decisions, interacting with customers,
and altering business records, they fall squarely within the
board’s responsibilities for oversight, risk management, and
corporate governance. Directors must therefore understand
not only the benefits, but also the governance implications of
autonomous  digital within  their

deploying systems

organisations.

The Evolution Towards Agentic Al
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The New Risk Landscape of Agentic Al

While traditional AI risks remain firmly in place—bias,
inaccuracies, privacy risks, security exposure and opaque
logic—Agentic Al introduces distinct, elevated risks due to its

autonomy and ability to take action.

These are the core risks that require explicit board-level

attention:

Autonomous Action Risk

Agentic Al takes actions, not just produces outputs. It can
update records, send messages, or trigger workflows without a
human pressing “confirm.” The risk is not only that an action
may be incorrect but that it may occur silently and propagate
downstream. For example, an agent configured to respond to
customer queries could misinterpret a request and
automatically submit a change-of-address update to internal
systems, altering customer data without human review.
Boards therefore need clear autonomy boundaries and human

approval points for sensitive tasks.

Multi-Step Compounding Errors

Agentic Al works across linked steps, not isolated outputs.
This means a small error—such as misreading data or
misinterpreting an instruction—can carry forward through
every subsequent step, leading to incorrect decisions, system
updates, or notifications. Unlike traditional AI, where
mistakes are usually limited to a single output, agentic errors
can cascade through an entire workflow before anyone notices.
This escalation can amplify operational, regulatory, or
customer-facing impact in ways that are difficult to unwind.
Oversight must therefore focus on the whole sequence of
actions, including how each step depends on the previous one,

not just whether a single model response is correct.

Over-Reliance (Automation Complacency)

Because Agentic Al often appears confident and competent,
employees may stop checking its work. This behavioural risk is
significant: when staff assume “the agent handled it,”
verification gaps grow and errors go undetected. Directors
must ensure processes reinforce meaningful human oversight,

especially in regulated or customer-impacting areas.

Model Drift and Behaviour Change
Agentic Al behaviour can shift subtly over time as underlying

data, prompts, system integrations, or vendor-supplied model
updates evolve. These changes may alter how an agent
interprets instructions or prioritises actions, even if no one
within the organisation has modified its configuration.

Performance may degrade or drift into unexpected patterns

without obvious warning, creating silent operational or
compliance risks. As a result, organisations must implement
continuous monitoring, scheduled revalidation, and formal
change-management so that an agent which performed safely
last quarter is still behaving as intended today. Robust
controls help ensure that any behavioural shifts are detected

early and corrected before they propagate across workflows.

Third-Party and Supply Chain Risk
Agentic Al frequently relies

on external vendors or
cloud-based models. Yet accountability for outcomes remains
with the company and its board. Directors must therefore
ensure rigorous due diligence, contractual safeguards, and
ongoing monitoring—not only at procurement but throughout
the system’s lifecycle.

These core risks are not abstract technological
concerns—they map directly to Hong Kong’s regulatory
environment. Directors must understand that Agentic Al, by
virtue of its autonomy and ability to take action, intersects
with the PDPO, the PCPD’s Guidance on the Ethical
and Use of Artificial

sector-specific conduct requirements. A consistent theme

Development Intelligence, and

across these regulatory and governance instruments is the

expectation of meaningful human oversight—typically

(HITL)
supported by

expressed through “human-in-the-loop”

arrangements for high-risk decisions,
“human-on-the-loop” (HOTL) or “human-out-of-the-loop”
(HOOTL) models where risks are lower. Each of these risks
therefore carries direct governance implications and
reinforces the board’s responsibility to ensure appropriate

oversight, accountability, and ongoing monitoring.

In addition to these core risks, directors should also remain

alert to a broader set of emerging risks:

*  Unintended capability expansion as agents gain new
abilities by accessing tools or plugins.

¢ Goal misalignment, where the agent interprets objectives
differently from management intent.

* Privilege creep, as agents accumulate increasing system
permissions.

¢ Al-to-Al interactions that can create unpredictable
feedback loops.

¢ Autonomous communication risks, where agents issue
misleading or inappropriate messages.

*  Monitoring fatigue, as the volume of Al activity
overwhelms oversight mechanisms.

where

¢ Prompt-injection vulnerabilities, manipulated

inputs trigger harmful or unauthorised actions.
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Office of the Privacy Commissioner

for Personal Data
P E% 8 Hong Kong, China
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A sound Personal Data Privacy Management Programme (PMP) .

requires all members of an organisation to be aware of, and be ready to
act on personal data protection responsibilities. Organisations should
provide employees with up-to-date data protection training tailored
to their specific needs.

To this end, the PCPD has developed a series of Professional
Workshops on Data Protection catered to the needs of specific
industries and sectors. Professional Workshops from July to
September 2026 are now open for enrolment! HKloD members
can enjoy the discounted fee.

Course
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Join the PCPD Professional Workshops to /
Enhance Your Organisations’ Competitiveness
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= . ) Data Protection and Data Access Request Online
B °7 PTP™ bR s R R Lt 37307600°
_ ] Recent Court and Administrative Appeals Board Decisions* Online
2207 Z5-SI0M e (TEL AT H eI Lt 39507760
Data Protection in Insurance Face-to-face
29/7 2:15-5:15pm 1% ﬁ%ﬁ’\]ié*ﬂ%ﬁﬁ Efi‘%iﬁ $750/$600*
29 P Data Protection in Direct Marketing Activities Face-to-face .
S8 ZT5-3IPM A B R migfa 373060
Personal Data Privacy Management Programme Online
12/8 2:15-4:15pm ENBREFL B fE;%\)‘/fﬁ g 9 44 F R $750/5600*
Data Protection in Banking/Financial Services Online
19/8  215-515PM  g5ir/ oA s EHRIE #Lfst  $7°0/3600°
2o _ ] Data Protection in Human Resource Management Face-to-face
9/9  2:15-5:15pm N R S RHR HFER $750/5600*
_ ] Practical Workshop on Data Protection Law Online N
109 215-5TPM gl e E B B A Lz 90760
Data Protection and Data Access Request Online
209 FI3-oPM e Bk B Lz 2720600

pplicable to members of the PCPD's Data Protection Officers' Club (“DPOC”) or supporting orgamsauons (including HKloD) only.
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* Conducted in English.
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For details, please visit the
website or scan the QR code
for further information and
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registration.

Register NOW! EEEIZ0 |

https://www.pcpd.org.hk/english/education_training/
organisations/workshops/workshop.php

For enquiry, please contact Corporate
Communications Division of the PCPD
at 3423 6678 or training@pcpd.org.hk.

VA 2R > BOWENEE 3423 6678 S(EHE
training@pcpd.org.hk B f& TR B
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These risks are not yet the primary focus of regulators, but
they are developing quickly and should form part of boards’

evolving Al governance frameworks.

Conclusion

Agentic Al marks a shift from technology as passive tooling to
systems that act as autonomous participants in operations and
decision-making. As these capabilities advance, boards in
Hong Kong must ensure that governance frameworks keep
pace.

This requires defining clear authority boundaries,
strengthening oversight and risk controls, and embedding
continuous monitoring and robust vendor governance.
Organisations that take these steps now will better manage
emerging risks and ensure that autonomous systems

enhance—rather than disrupt—core operations.

By investing early in strong, forward-looking governance
practices, companies will not only reduce risk but also
position themselves to capture the full strategic value of

Agentic Al as regulatory expectations continue to evolve. B

Edwin Bernard, MSc, CEFA, CAITL (Certified Artificial

Intelligence Transformation Leader, USAII)
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