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What risks are out there? To coin Donald Rumsfeld: there are 
known unknowns and there are “unknown unknowns – the 
ones we don’t know we don’t know.”

Increasingly, effective corporate governance requires 
executives and boards to plan strategically, carefully and in 
advance about the range of risks that this big, wide, VUCA 
world may present to the enterprise.

This article will look at risk, governance and some best 
practices that leaders should adopt in identifying, assessing 
and managing risk. 

What is Risk?

Risk is an exposure to the possibility an adverse or unwelcome 
circumstance. 

Paraphrasing – stuff happens. Leaders don’t have perfect foresight 
and cannot forecast, or avoid, “stuff” happening. Risk management is 
all about minimising the risk of negatives occurring, or when (more 
than if) they do, mitigating or limiting their impact.

Risk can be operational, strategic or 
existential. Strategic risk analysis and 
management needs closely to consider 
not only the nature of the risks facing the 
enterprise, but also the likelihood of each 
occurring and their impact if they do.  

Risk and Disruption are Everywhere

We live in a complex and dynamic world. 
My role as a Disputes lawyer, and yours as 
a leader, is to simplify and navigate that 
complexity.

My colleagues and I have done a lot of 
analysis around risk, and have worked 
with hundreds of executives and leaders 
across a range of sectors to help identify, 
articulate and manage risk proactively. 
Our recent reports on Business 
Complexities, Belt & Road: 
Opportunity & Risk and Mega-Trends 
& Legal Solutions draw out the issues 
confronting corporate leaders across 
sectors, and address solutions that can, 
and should, be put in place before the 
prospect of a risk event becomes a reality. 

What are the risks that leaders told us 
“keep them awake at night”?

There’s a lot around technology and 
disruption. Here’s the top four issues (of 
the 10 we look at in the Complexities 
Report) leaders identified:

The need to innovate via new 
technologies (i.e. internally driven);
Pressure on margins;
Disruption via technology (i.e. 
externally driven);
Compliance and regulatory risk.

Other vital issues are also in the mix, such 
as cyber security, trade uncertainties, 
economic and environmental risk; 
geopolitics.

These results highlight a key issue 
around risk – it can be internally driven, 
or an external “shock” over which you 
may have little or no control.

And while it’s important to take a view 
“from 30,000 feet”, the analysis also needs 
to drill down to sectoral and then to 
organisational levels.

practice or formally – in the General 
Counsel function? Often it will, and often 
that is appropriate. But consider whether 
a CRO role needs to be established 
formally, and if so, how it should fit within 
the current governance structure.

Risk Management By Numbers

The analytics then need to be 
undertaken. If risk is seen in probability 
terms – the probability of an uncertain, 
adverse event occurring, then a 
framework that provides a degree of 
objective analysis will assist, and can 
enable the Risk Committee to draw on 
the expertise of the different business 
lines/functions within the enterprise.

To that end, risk can be estimated and 
allocated a numeric value, based on a 
pretty straightforward analysis (perhaps 
deceptively so, because it will be 
dependent on the underlying judgments). 
Effectively, using an appropriate scale:

That scale may be 1-10 (or higher), but it 
may not help to be too nuanced, so I 
would recommend 1-5. How

do leaders manage risk in a VUCA – 
volatile, uncertain, complex, 
ambiguous – world? What are some 
best practices that leaders can adopt 
in Hong Kong?
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What is consistent across all sectors we 
looked at is that every industry sees 
business becoming more, not less, 
complex. But the types of issues differ 
across the sectors. For example, the No 1 
issue identified by the Energy Mining and 
Infrastructure sector is regulatory risk. 
Business model innovation is pretty well 
down the list (which might be surprising 
given issues around climate change and 
the move away from fossil fuels). But in 
Technology, Media and Telecommunica-
tions, business model innovation is the 
No 1 sectoral issue. For Retail, it’s acqui-
sition risk.

The take-away: it’s important to take a 
high-level, strategic perspective. But risk 
profiles differ across sectors and from 
organisation to organisation. Risk needs 
to be assessed and managed in the 
particular context of your organisation. 
And you will have a range of stakeholders 
whose welfare will depend on you doing 
so effectively.

Best Practices

As ever, there is no “one size fits all” 
solution for risk management.  But there 
are a number of steps that reflect best 
practice in this key area of governance.

First, Risk Committees. 

Establishing a Risk Committee 
sometimes is mandated. For example, 
listed companies must establish a 
committee to be called the “Risk 
Management Committee” under the 
Securities and Futures Ordinance in 
Hong Kong. But whether or not 
mandated, establishing a dedicated, 
independent and specialist Risk 
Committee, with suitable mandate and 
authority, in my opinion is a first, essential 
step in effective risk management.

The Hong Kong Stock Exchange 
describes its major roles and functions 
broadly as:

Advising the Board on the Group’s 
risk appetite, profile and tolerance.

Overseeing the risk management 
framework.

Reviewing the Group’s risk 
management policies, reports and 
any breaches.

Considering current and emerging 
risks and ensuring appropriate 
mitigation is in place.

Reviewing the effectiveness of the 
Group’s controls and mitigation 
tools. 

It requires at least 4 meetings per year, 
and more if appropriate, with annual 
reporting. 

A Risk Committee is an independent 
committee, whose remit is responsibility 
for the risk management policies of the 
enterprise. That does not mean it is the 
owner or manager of all risk – that must 
stay within the remit of day-to-day 
management (I make further observa-
tions as to the  ownership and mitigation 
of risk below).  

Risk Committees can be charged with 
establishing and implementing a risk 
management framework/strategy for the 
enterprise, tailored to its business and 
focused on the material risks it confronts. 
A Risk Committee, when utilised well, 
can identify and manage risk proactively; 
align governance with strategy; support 
stakeholders; ensure clear oversight; and 
implement lines of communication 
across specialist committees within a 
governance structure.

Next, establish the Risk Committee’s 
mandate, structure and composition. 
How does it fit with the board/other 
committees? What is its remit and what 
are its responsibilities? What is its 
structure, and who, therefore, should sit 
on the Risk Committee? How will it be 
supported: what resources – internal as 
well as external – can it call on? 

Consider also whether it’s necessary or 
appropriate to appoint a Chief Risk 
Officer. Does this function reside – in 

A value can then be attributed to the 
identified risk, and considered against the 
risk appetite of the enterprise.

To take an example, let's look at a risk to 
recovering a receivable. The risk may be 
reasonably high (the chance of incurring 
a bad debt is pretty high in any business 
with volume) but the impact of a bad debt 
to the enterprise isn’t likely to be critical. 
Hence, the analysis may be:

Other risks can be assessed in the same 
way. For example a Denial of Service 
cyber attack might be (depending on the 
nature of the enterprise):

Hence, the cyber risk is a much higher 
risk to the enterprise, and should be 
addressed with that priority in mind.

Developing a Risk Register

Based on that analysis, across all business 
lines and functions, the Risk Committee 

should oversee the preparation of a robust 
Risk Register and Mitigation Plan. 

A Risk Register is a tool that documents 
the risks identified in this process, values 
them, and identifies mitigation steps for 
each. The Risk Register should also 
identify the owner of each risk – who is 
responsible for the risk and for its 
mitigation? Of course, the process 
doesn’t end there – the key then is to 
implement the steps required to 
mitigate those risks, and to monitor 
progress against the mitigation plan. 

Ongoing Dynamics of the Environment

I opened this article by observing that we 
live in a VUCA world. Inevitably, this 
means a process of continual 
monitoring and review, because our 
operating environments, and the nature 
of risk, are not static. Take the example of 
the key risks confronting the EMI 
industry. I expect that business model 
innovation will become an increasingly 
key issue; indeed it may have shifted to 
some extent since the survey we reported. 

Thus it is critical that the Risk 
Committee address two important issues: 
implementing the mitigation plan, and 
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What is consistent across all sectors we 
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Business model innovation is pretty well 
down the list (which might be surprising 
given issues around climate change and 
the move away from fossil fuels). But in 
Technology, Media and Telecommunica-
tions, business model innovation is the 
No 1 sectoral issue. For Retail, it’s acqui-
sition risk.
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high-level, strategic perspective. But risk 
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particular context of your organisation. 
And you will have a range of stakeholders 
whose welfare will depend on you doing 
so effectively.
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enable the Risk Committee to draw on 
the expertise of the different business 
lines/functions within the enterprise.

To that end, risk can be estimated and 
allocated a numeric value, based on a 
pretty straightforward analysis (perhaps 
deceptively so, because it will be 
dependent on the underlying judgments). 
Effectively, using an appropriate scale:

That scale may be 1-10 (or higher), but it 
may not help to be too nuanced, so I 
would recommend 1-5. 

管治

do leaders manage risk in a VUCA – 
volatile, uncertain, complex, 
ambiguous – world? What are some 
best practices that leaders can adopt 
in Hong Kong?
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What is consistent across all sectors we 
looked at is that every industry sees 
business becoming more, not less, 
complex. But the types of issues differ 
across the sectors. For example, the No 1 
issue identified by the Energy Mining and 
Infrastructure sector is regulatory risk. 
Business model innovation is pretty well 
down the list (which might be surprising 
given issues around climate change and 
the move away from fossil fuels). But in 
Technology, Media and Telecommunica-
tions, business model innovation is the 
No 1 sectoral issue. For Retail, it’s acqui-
sition risk.

The take-away: it’s important to take a 
high-level, strategic perspective. But risk 
profiles differ across sectors and from 
organisation to organisation. Risk needs 
to be assessed and managed in the 
particular context of your organisation. 
And you will have a range of stakeholders 
whose welfare will depend on you doing 
so effectively.

Best Practices

As ever, there is no “one size fits all” 
solution for risk management.  But there 
are a number of steps that reflect best 
practice in this key area of governance.

First, Risk Committees. 

Establishing a Risk Committee 
sometimes is mandated. For example, 
listed companies must establish a 
committee to be called the “Risk 
Management Committee” under the 
Securities and Futures Ordinance in 
Hong Kong. But whether or not 
mandated, establishing a dedicated, 
independent and specialist Risk 
Committee, with suitable mandate and 
authority, in my opinion is a first, essential 
step in effective risk management.

The Hong Kong Stock Exchange 
describes its major roles and functions 
broadly as:

Advising the Board on the Group’s 
risk appetite, profile and tolerance.

Overseeing the risk management 
framework.

Reviewing the Group’s risk 
management policies, reports and 
any breaches.

Considering current and emerging 
risks and ensuring appropriate 
mitigation is in place.

Reviewing the effectiveness of the 
Group’s controls and mitigation 
tools. 

It requires at least 4 meetings per year, 
and more if appropriate, with annual 
reporting. 

A Risk Committee is an independent 
committee, whose remit is responsibility 
for the risk management policies of the 
enterprise. That does not mean it is the 
owner or manager of all risk – that must 
stay within the remit of day-to-day 
management (I make further observa-
tions as to the  ownership and mitigation 
of risk below).  

Risk Committees can be charged with 
establishing and implementing a risk 
management framework/strategy for the 
enterprise, tailored to its business and 
focused on the material risks it confronts. 
A Risk Committee, when utilised well, 
can identify and manage risk proactively; 
align governance with strategy; support 
stakeholders; ensure clear oversight; and 
implement lines of communication 
across specialist committees within a 
governance structure.

Next, establish the Risk Committee’s 
mandate, structure and composition. 
How does it fit with the board/other 
committees? What is its remit and what 
are its responsibilities? What is its 
structure, and who, therefore, should sit 
on the Risk Committee? How will it be 
supported: what resources – internal as 
well as external – can it call on? 

Consider also whether it’s necessary or 
appropriate to appoint a Chief Risk 
Officer. Does this function reside – in 

A value can then be attributed to the 
identified risk, and considered against the 
risk appetite of the enterprise.

To take an example, let's look at a risk to 
recovering a receivable. The risk may be 
reasonably high (the chance of incurring 
a bad debt is pretty high in any business 
with volume) but the impact of a bad debt 
to the enterprise isn’t likely to be critical. 
Hence, the analysis may be:

Other risks can be assessed in the same 
way. For example a Denial of Service 
cyber attack might be (depending on the 
nature of the enterprise):

Hence, the cyber risk is a much higher 
risk to the enterprise, and should be 
addressed with that priority in mind.

Developing a Risk Register

Based on that analysis, across all business 
lines and functions, the Risk Committee 

should oversee the preparation of a robust 
Risk Register and Mitigation Plan. 

A Risk Register is a tool that documents 
the risks identified in this process, values 
them, and identifies mitigation steps for 
each. The Risk Register should also 
identify the owner of each risk – who is 
responsible for the risk and for its 
mitigation? Of course, the process 
doesn’t end there – the key then is to 
implement the steps required to 
mitigate those risks, and to monitor 
progress against the mitigation plan. 

Ongoing Dynamics of the Environment

I opened this article by observing that we 
live in a VUCA world. Inevitably, this 
means a process of continual 
monitoring and review, because our 
operating environments, and the nature 
of risk, are not static. Take the example of 
the key risks confronting the EMI 
industry. I expect that business model 
innovation will become an increasingly 
key issue; indeed it may have shifted to 
some extent since the survey we reported. 

Thus it is critical that the Risk 
Committee address two important issues: 
implementing the mitigation plan, and 



What risks are out there? To coin Donald Rumsfeld: there are 
known unknowns and there are “unknown unknowns – the 
ones we don’t know we don’t know.”

Increasingly, effective corporate governance requires 
executives and boards to plan strategically, carefully and in 
advance about the range of risks that this big, wide, VUCA 
world may present to the enterprise.

This article will look at risk, governance and some best 
practices that leaders should adopt in identifying, assessing 
and managing risk. 

What is Risk?

Risk is an exposure to the possibility an adverse or unwelcome 
circumstance. 

Paraphrasing – stuff happens. Leaders don’t have perfect foresight 
and cannot forecast, or avoid, “stuff” happening. Risk management is 
all about minimising the risk of negatives occurring, or when (more 
than if) they do, mitigating or limiting their impact.

Risk can be operational, strategic or 
existential. Strategic risk analysis and 
management needs closely to consider 
not only the nature of the risks facing the 
enterprise, but also the likelihood of each 
occurring and their impact if they do.  

Risk and Disruption are Everywhere

We live in a complex and dynamic world. 
My role as a Disputes lawyer, and yours as 
a leader, is to simplify and navigate that 
complexity.

My colleagues and I have done a lot of 
analysis around risk, and have worked 
with hundreds of executives and leaders 
across a range of sectors to help identify, 
articulate and manage risk proactively. 
Our recent reports on Business 
Complexities, Belt & Road: 
Opportunity & Risk and Mega-Trends 
& Legal Solutions draw out the issues 
confronting corporate leaders across 
sectors, and address solutions that can, 
and should, be put in place before the 
prospect of a risk event becomes a reality. 

What are the risks that leaders told us 
“keep them awake at night”?

There’s a lot around technology and 
disruption. Here’s the top four issues (of 
the 10 we look at in the Complexities 
Report) leaders identified:

The need to innovate via new 
technologies (i.e. internally driven);
Pressure on margins;
Disruption via technology (i.e. 
externally driven);
Compliance and regulatory risk.

Other vital issues are also in the mix, such 
as cyber security, trade uncertainties, 
economic and environmental risk; 
geopolitics.

These results highlight a key issue 
around risk – it can be internally driven, 
or an external “shock” over which you 
may have little or no control.

And while it’s important to take a view 
“from 30,000 feet”, the analysis also needs 
to drill down to sectoral and then to 
organisational levels.

practice or formally – in the General 
Counsel function? Often it will, and often 
that is appropriate. But consider whether 
a CRO role needs to be established 
formally, and if so, how it should fit within 
the current governance structure.

Risk Management By Numbers

The analytics then need to be 
undertaken. If risk is seen in probability 
terms – the probability of an uncertain, 
adverse event occurring, then a 
framework that provides a degree of 
objective analysis will assist, and can 
enable the Risk Committee to draw on 
the expertise of the different business 
lines/functions within the enterprise.

To that end, risk can be estimated and 
allocated a numeric value, based on a 
pretty straightforward analysis (perhaps 
deceptively so, because it will be 
dependent on the underlying judgments). 
Effectively, using an appropriate scale:

That scale may be 1-10 (or higher), but it 
may not help to be too nuanced, so I 
would recommend 1-5. 

do leaders manage risk in a VUCA – 
volatile, uncertain, complex, 
ambiguous – world? What are some 
best practices that leaders can adopt 
in Hong Kong?
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What is consistent across all sectors we 
looked at is that every industry sees 
business becoming more, not less, 
complex. But the types of issues differ 
across the sectors. For example, the No 1 
issue identified by the Energy Mining and 
Infrastructure sector is regulatory risk. 
Business model innovation is pretty well 
down the list (which might be surprising 
given issues around climate change and 
the move away from fossil fuels). But in 
Technology, Media and Telecommunica-
tions, business model innovation is the 
No 1 sectoral issue. For Retail, it’s acqui-
sition risk.

The take-away: it’s important to take a 
high-level, strategic perspective. But risk 
profiles differ across sectors and from 
organisation to organisation. Risk needs 
to be assessed and managed in the 
particular context of your organisation. 
And you will have a range of stakeholders 
whose welfare will depend on you doing 
so effectively.

Best Practices

As ever, there is no “one size fits all” 
solution for risk management.  But there 
are a number of steps that reflect best 
practice in this key area of governance.

First, Risk Committees. 

Establishing a Risk Committee 
sometimes is mandated. For example, 
listed companies must establish a 
committee to be called the “Risk 
Management Committee” under the 
Securities and Futures Ordinance in 
Hong Kong. But whether or not 
mandated, establishing a dedicated, 
independent and specialist Risk 
Committee, with suitable mandate and 
authority, in my opinion is a first, essential 
step in effective risk management.

The Hong Kong Stock Exchange 
describes its major roles and functions 
broadly as:

Advising the Board on the Group’s 
risk appetite, profile and tolerance.

Overseeing the risk management 
framework.

Reviewing the Group’s risk 
management policies, reports and 
any breaches.

Considering current and emerging 
risks and ensuring appropriate 
mitigation is in place.

Reviewing the effectiveness of the 
Group’s controls and mitigation 
tools. 

It requires at least 4 meetings per year, 
and more if appropriate, with annual 
reporting. 

A Risk Committee is an independent 
committee, whose remit is responsibility 
for the risk management policies of the 
enterprise. That does not mean it is the 
owner or manager of all risk – that must 
stay within the remit of day-to-day 
management (I make further observa-
tions as to the  ownership and mitigation 
of risk below).  

Risk Committees can be charged with 
establishing and implementing a risk 
management framework/strategy for the 
enterprise, tailored to its business and 
focused on the material risks it confronts. 
A Risk Committee, when utilised well, 
can identify and manage risk proactively; 
align governance with strategy; support 
stakeholders; ensure clear oversight; and 
implement lines of communication 
across specialist committees within a 
governance structure.

Next, establish the Risk Committee’s 
mandate, structure and composition. 
How does it fit with the board/other 
committees? What is its remit and what 
are its responsibilities? What is its 
structure, and who, therefore, should sit 
on the Risk Committee? How will it be 
supported: what resources – internal as 
well as external – can it call on? 

Consider also whether it’s necessary or 
appropriate to appoint a Chief Risk 
Officer. Does this function reside – in 

A value can then be attributed to the 
identified risk, and considered against the 
risk appetite of the enterprise.

To take an example, let's look at a risk to 
recovering a receivable. The risk may be 
reasonably high (the chance of incurring 
a bad debt is pretty high in any business 
with volume) but the impact of a bad debt 
to the enterprise isn’t likely to be critical. 
Hence, the analysis may be:

Other risks can be assessed in the same 
way. For example a Denial of Service 
cyber attack might be (depending on the 
nature of the enterprise):

Hence, the cyber risk is a much higher 
risk to the enterprise, and should be 
addressed with that priority in mind.

Developing a Risk Register

Based on that analysis, across all business 
lines and functions, the Risk Committee 

should oversee the preparation of a robust 
Risk Register and Mitigation Plan. 

A Risk Register is a tool that documents 
the risks identified in this process, values 
them, and identifies mitigation steps for 
each. The Risk Register should also 
identify the owner of each risk – who is 
responsible for the risk and for its 
mitigation? Of course, the process 
doesn’t end there – the key then is to 
implement the steps required to 
mitigate those risks, and to monitor 
progress against the mitigation plan. 

Ongoing Dynamics of the Environment

I opened this article by observing that we 
live in a VUCA world. Inevitably, this 
means a process of continual 
monitoring and review, because our 
operating environments, and the nature 
of risk, are not static. Take the example of 
the key risks confronting the EMI 
industry. I expect that business model 
innovation will become an increasingly 
key issue; indeed it may have shifted to 
some extent since the survey we reported. 

Thus it is critical that the Risk 
Committee address two important issues: 
implementing the mitigation plan, and 
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What risks are out there? To coin Donald Rumsfeld: there are 
known unknowns and there are “unknown unknowns – the 
ones we don’t know we don’t know.”

Increasingly, effective corporate governance requires 
executives and boards to plan strategically, carefully and in 
advance about the range of risks that this big, wide, VUCA 
world may present to the enterprise.

This article will look at risk, governance and some best 
practices that leaders should adopt in identifying, assessing 
and managing risk. 

What is Risk?

Risk is an exposure to the possibility an adverse or unwelcome 
circumstance. 

Paraphrasing – stuff happens. Leaders don’t have perfect foresight 
and cannot forecast, or avoid, “stuff” happening. Risk management is 
all about minimising the risk of negatives occurring, or when (more 
than if) they do, mitigating or limiting their impact.

Risk can be operational, strategic or 
existential. Strategic risk analysis and 
management needs closely to consider 
not only the nature of the risks facing the 
enterprise, but also the likelihood of each 
occurring and their impact if they do.  

Risk and Disruption are Everywhere

We live in a complex and dynamic world. 
My role as a Disputes lawyer, and yours as 
a leader, is to simplify and navigate that 
complexity.

My colleagues and I have done a lot of 
analysis around risk, and have worked 
with hundreds of executives and leaders 
across a range of sectors to help identify, 
articulate and manage risk proactively. 
Our recent reports on Business 
Complexities, Belt & Road: 
Opportunity & Risk and Mega-Trends 
& Legal Solutions draw out the issues 
confronting corporate leaders across 
sectors, and address solutions that can, 
and should, be put in place before the 
prospect of a risk event becomes a reality. 

What are the risks that leaders told us 
“keep them awake at night”?

There’s a lot around technology and 
disruption. Here’s the top four issues (of 
the 10 we look at in the Complexities 
Report) leaders identified:

The need to innovate via new 
technologies (i.e. internally driven);
Pressure on margins;
Disruption via technology (i.e. 
externally driven);
Compliance and regulatory risk.

Other vital issues are also in the mix, such 
as cyber security, trade uncertainties, 
economic and environmental risk; 
geopolitics.

These results highlight a key issue 
around risk – it can be internally driven, 
or an external “shock” over which you 
may have little or no control.

And while it’s important to take a view 
“from 30,000 feet”, the analysis also needs 
to drill down to sectoral and then to 
organisational levels.

practice or formally – in the General 
Counsel function? Often it will, and often 
that is appropriate. But consider whether 
a CRO role needs to be established 
formally, and if so, how it should fit within 
the current governance structure.

Risk Management By Numbers

The analytics then need to be 
undertaken. If risk is seen in probability 
terms – the probability of an uncertain, 
adverse event occurring, then a 
framework that provides a degree of 
objective analysis will assist, and can 
enable the Risk Committee to draw on 
the expertise of the different business 
lines/functions within the enterprise.

To that end, risk can be estimated and 
allocated a numeric value, based on a 
pretty straightforward analysis (perhaps 
deceptively so, because it will be 
dependent on the underlying judgments). 
Effectively, using an appropriate scale:

That scale may be 1-10 (or higher), but it 
may not help to be too nuanced, so I 
would recommend 1-5. 

do leaders manage risk in a VUCA – 
volatile, uncertain, complex, 
ambiguous – world? What are some 
best practices that leaders can adopt 
in Hong Kong?
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What is consistent across all sectors we 
looked at is that every industry sees 
business becoming more, not less, 
complex. But the types of issues differ 
across the sectors. For example, the No 1 
issue identified by the Energy Mining and 
Infrastructure sector is regulatory risk. 
Business model innovation is pretty well 
down the list (which might be surprising 
given issues around climate change and 
the move away from fossil fuels). But in 
Technology, Media and Telecommunica-
tions, business model innovation is the 
No 1 sectoral issue. For Retail, it’s acqui-
sition risk.

The take-away: it’s important to take a 
high-level, strategic perspective. But risk 
profiles differ across sectors and from 
organisation to organisation. Risk needs 
to be assessed and managed in the 
particular context of your organisation. 
And you will have a range of stakeholders 
whose welfare will depend on you doing 
so effectively.

Best Practices

As ever, there is no “one size fits all” 
solution for risk management.  But there 
are a number of steps that reflect best 
practice in this key area of governance.

First, Risk Committees. 

Establishing a Risk Committee 
sometimes is mandated. For example, 
listed companies must establish a 
committee to be called the “Risk 
Management Committee” under the 
Securities and Futures Ordinance in 
Hong Kong. But whether or not 
mandated, establishing a dedicated, 
independent and specialist Risk 
Committee, with suitable mandate and 
authority, in my opinion is a first, essential 
step in effective risk management.

The Hong Kong Stock Exchange 
describes its major roles and functions 
broadly as:

Advising the Board on the Group’s 
risk appetite, profile and tolerance.

Overseeing the risk management 
framework.

Reviewing the Group’s risk 
management policies, reports and 
any breaches.

Considering current and emerging 
risks and ensuring appropriate 
mitigation is in place.

Reviewing the effectiveness of the 
Group’s controls and mitigation 
tools. 

It requires at least 4 meetings per year, 
and more if appropriate, with annual 
reporting. 

A Risk Committee is an independent 
committee, whose remit is responsibility 
for the risk management policies of the 
enterprise. That does not mean it is the 
owner or manager of all risk – that must 
stay within the remit of day-to-day 
management (I make further observa-
tions as to the  ownership and mitigation 
of risk below).  

Risk Committees can be charged with 
establishing and implementing a risk 
management framework/strategy for the 
enterprise, tailored to its business and 
focused on the material risks it confronts. 
A Risk Committee, when utilised well, 
can identify and manage risk proactively; 
align governance with strategy; support 
stakeholders; ensure clear oversight; and 
implement lines of communication 
across specialist committees within a 
governance structure.

Next, establish the Risk Committee’s 
mandate, structure and composition. 
How does it fit with the board/other 
committees? What is its remit and what 
are its responsibilities? What is its 
structure, and who, therefore, should sit 
on the Risk Committee? How will it be 
supported: what resources – internal as 
well as external – can it call on? 

Consider also whether it’s necessary or 
appropriate to appoint a Chief Risk 
Officer. Does this function reside – in 

A value can then be attributed to the 
identified risk, and considered against the 
risk appetite of the enterprise.

To take an example, let's look at a risk to 
recovering a receivable. The risk may be 
reasonably high (the chance of incurring 
a bad debt is pretty high in any business 
with volume) but the impact of a bad debt 
to the enterprise isn’t likely to be critical. 
Hence, the analysis may be:

Other risks can be assessed in the same 
way. For example a Denial of Service 
cyber attack might be (depending on the 
nature of the enterprise):

Hence, the cyber risk is a much higher 
risk to the enterprise, and should be 
addressed with that priority in mind.

Developing a Risk Register

Based on that analysis, across all business 
lines and functions, the Risk Committee 

should oversee the preparation of a robust 
Risk Register and Mitigation Plan. 

A Risk Register is a tool that documents 
the risks identified in this process, values 
them, and identifies mitigation steps for 
each. The Risk Register should also 
identify the owner of each risk – who is 
responsible for the risk and for its 
mitigation? Of course, the process 
doesn’t end there – the key then is to 
implement the steps required to 
mitigate those risks, and to monitor 
progress against the mitigation plan. 

Ongoing Dynamics of the Environment

I opened this article by observing that we 
live in a VUCA world. Inevitably, this 
means a process of continual 
monitoring and review, because our 
operating environments, and the nature 
of risk, are not static. Take the example of 
the key risks confronting the EMI 
industry. I expect that business model 
innovation will become an increasingly 
key issue; indeed it may have shifted to 
some extent since the survey we reported. 

Thus it is critical that the Risk 
Committee address two important issues: 
implementing the mitigation plan, and 
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